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Deregulation and globalisation of financial services, along with

the growing sophistication of financial technology, have created

a variety of new operational risks for banks. Such risks arise

from factors including:

◗ Increasing use of automated technology 

◗ Growing importance of IT integration and
shared services across entities

◗ Necessity of reducing earnings volatility and achieving 
cost efficiencies

◗ Increasing complexity of products and 
product development

◗ Increasing customer demands

◗ Increasing large-scale mergers and acquisitions

◗ Evolving outsourcing arrangements

◗ Proliferating complex credit and market
risk mitigation techniques (such as derivatives)

◗ Increasing focus by regulators on legal, fraud, and
compliance issues

To address such business issues adequately, banks face a

growing need for better operational risk management. In

addition, the Basel II Capital Accord requires banks to focus 

in a formalised, comprehensive manner on the operational 

risks that can result from external influences. What’s more,

rating agencies are now making a bank’s operational risk

management approach part of the rating decision.

As banks respond to these developments, many have discovered

that, compared with the familiar territory of market and credit

risks, operational risk affects the entire organisation, and its

assessment is considerably more qualitative and subjective.

Operational risks are often not clearly discernible from market

and credit risks. Moreover, banks may have the impression they

manage operational risks already, a perception that may prove

only partly accurate. As a result, identifying and assessing such

risks, and then managing them properly, is a highly complex and

difficult endeavour.

Although many bank leaders have recognised the significance 

of evolving operational risks, many do not yet perceive them 

as a distinct class of risks or fully understand the business

benefits banks can derive from a comprehensive, consistent

approach to operational risk management. Basel II brings new

urgency to the issue by asking banks to implement an

enterprise-wide risk management framework that encompasses

operational risks.

With this white paper, we emphasise the importance of banks’

ongoing efforts to manage operational risks—efforts that can help

them add value to the business as well as comply with Basel II.

Jörg Hashagen

Head of KPMG’s Basel Initiative

I n t r o d u c t i o n
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Often difficult to perceive, quantify, and manage, operational risk poses some of

the greatest challenges banks face today. Indeed, some of the industry’s most

experienced leaders have seen their institutions suffer severe losses attributable

to operational risk, and yet for years many banks have misunderstood its

significance or neglected its management. Some have believed they were

already sufficiently managing operational risks—because they had taken steps

to guard against fraud or other high-impact/low-probability events—but were

actually failing to manage the everyday operational risks that over time can eat

away at earnings, profitability, and reputation (see Figure 1).

Old perceptions and behaviours are beginning to change, however,

as operational risk management has acquired new credibility as

a means of adding value to the business and has garnered new

attention from regulators and other key stakeholders.

Two important developments are driving the change. First, banks

are recognising that a consistent and effective operational risk

management programme can help them achieve organisational

objectives. For example, by including a well-constructed

operational risk process in the strategic, business, and product

development processes, a bank can help ensure that the risks

inherent in those activities are understood and addressed.

In many instances the early involvement of operational risk

management can increase the development speed of these

new initiatives.

Moreover, many banks acknowledge that traditional risk

management approaches fall short of providing senior

management with a comprehensive picture of operational 

risk and therefore often fail to prevent severe losses. Such

approaches address operational risk components in largely

discrete ways—through, for example, internal control

enhancements, performance improvement programmes,

insurance, outsourcing, or internal audit. Often unconnected

and inconsistent, these methods therefore tend to be only

partly effective.

T h e  E v o l v i n g
I m p o r t a n c e  o f
O p e r a t i o n a l  R i s k

Banks are recognising
that an effective
operational risk
management programme
can help them achieve
organisational objectives.
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The second key development is the launch of

the Basel II Capital Accord (the New Accord) by

the Basel Committee for Banking Supervision.

As of 2007, the New Accord will require banks

to set aside regulatory capital for operational

risk—an important development that affects

most financial services institutions worldwide.

As operational risk management has evolved 

as a means of adding business value, banks

have begun to perceive operational risks as

constituting a separate risk category to be

managed as part of overall corporate

governance. Thus, as Basel II’s 2007 

deadline approaches, banks and other 

financial institutions are focusing on the

strategic implications and opportunities

presented by the New Accord’s risk focus 

as well as preparing for compliance.

This document describes the growing

importance of treating operational risk as a

separate category of risks whose importance

for banks is generally greater than market risk

and, indeed, rivals credit risk. It discusses how

and why—quite apart from the mandates of

Basel II—banks are taking new steps to

measure and manage this increasingly

important array of risks. This document also

describes evolving industry developments as

well as Basel II’s requirements, and it suggests

an approach banks can use to address the

issues and challenges associated with

operational risk management.

Operational risk is defined by the Basel Committee as “the risk of loss resulting from
inadequate or failed internal processes, people, and systems, or from external events”
including legal risk but excluding strategic and reputational risk.1 (Although many banks
consider reputational risk to be of considerable importance and a key aspect of their
risk management efforts, it is often seen as secondary, caused by credit, operational,
or market risk. This paper focuses on those risks the Basel Committee defines as
operational.) Examples of operational risks are listed below:

Business Area

Processes

People

Systems

External Events

Potential Risks

◗ Breach of mandate
◗ Incorrect/untimely transaction capture, execution,

and settlement
◗ Loss of client assets
◗ Mis-pricing
◗ Incorrect asset allocation
◗ Compliance issues
◗ Corporate action errors
◗ Stock lending errors
◗ Accounting and taxation errors
◗ Inadequate record-keeping
◗ Subscription and redemption errors

◗ Unauthorised trading
◗ Insider dealing
◗ Fraud
◗ Employee illness and injury
◗ Discrimination claims
◗ Compensation, benefit, and termination issues
◗ Problems recruiting or retaining staff
◗ Organised labour activity
◗ Other legal issues

◗ Hardware and/or software failure
◗ Unavailability and questionable integrity of data
◗ Unauthorised access to information and systems

security
◗ Telecommunications failure
◗ Utility outage
◗ Computer hacking or viruses

◗ Operational failure at suppliers or outsourced
operations

◗ Fire or natural disaster
◗ Terrorism
◗ Vandalism, theft, robbery

Figure 1:  What Is  Operat ional  Risk?

Source: KPMG, 2003.
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The banking industry’s awareness of operational risk and efforts to manage
it have accelerated in recent years, driven in part by an increasing desire to
improve operating efficiency, reduce earnings volatility, and rationalise the
allocation of capital between competing business uses. As operational risk
management has evolved as a business management methodology, however,
its development has been slowed by a number of obstacles.
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Operational processes seem to have been generally well managed for many years, with just a

few high-profile exceptions becoming public. Thus, banks and others are largely unclear on what

specific benefits may accrue to an individual business unit from investment in operational risk

management tools and methodologies. This apparent lack of tangible evidence of the current cost

of operational risk can be explained, to a degree, by the distributed nature of its impact—that is,

unlike credit and market risk, the impact of operational risk is often not felt in one account only,

and it may not appear as a tangible loss at all. Consequently, broad-scale, enterprise-wide

business buy-in for operational risk initiatives has proved slow to develop.

Regulators have not been quick to provide clarity on the issue, although Basel II is reinvigorating

their focus. Having relied on bank management to determine their own approaches to operational

risk, regulators are now endeavouring to learn more about these risks and their management as

quickly as possible and are beginning to define some broad-based standards.

U n d e r s t a n d i n g  O p e r a t i o n a l
R i s k  M a n a g e m e n t
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Challenges in Managing Operational Risk
Questions remain regarding how to identify and measure

operational risk as well as which activities should be within the

scope of formal operational risk management. Some banks have

overcome their initial uncertainty as they have begun to develop

an understanding of how operational risk management can add

value to the business and as they have experienced external

scrutiny (from regulators, shareholders, and other stakeholders,

such as rating agencies). In general, banks’ efforts have been

effective if they have focused on some prerequisites for effective

operational risk management, such as those described below:

Organisat ional  Sponsorship

Implemented appropriately, operational risk management 

can add value to the business by, for example, increasing

transparency of business performance, enhancing cost controls,

and reducing earnings volatility. If, however, a bank’s top leaders

perceive operational risk management solely as a regulatory

mandate, rather than as an important means of enhancing

competitiveness, they may tend to be less supportive of such

efforts. That inattention ultimately derails those efforts’ chances

for success. Management and the board must understand the

importance of operational risk, demonstrate their support for its

management, and designate an appropriate managing entity

and framework—one that is part of the bank’s overall corporate

governance framework.

Business Line Buy- in and Resources

Business managers are wary of corporate initiatives that impose

resource and time costs on the business but return few tangible

business-level benefits. The business lines must be made aware

that, in exchange for their participation in the development of an

effective operational risk framework, they will obtain a consistent,

bank-wide perspective on operational risk. As a result, they

could benefit from understanding more about these risks, their

costs to the business, and how the business can better align its

mix of risks and rewards with the existing operating environment.

A well-structured operational risk function can help enable

operational risk management to add value and accelerate other

processes. Indeed, effective management of operational risk

could ultimately reduce the burden of required regulatory and

economic capital. Over time, it can help drive operational

efficiencies, cost reductions, better customer service, and other

important goals.

Coordinat ion with Exist ing Control  In i t iat ives

Operational risk frameworks and implementation plans need 

to be coordinated with the bank’s existing control framework

efforts. These efforts may include risk assessment review

processes; internal audit efforts; or compliance with International

Financial Reporting Standards, the Sarbanes-Oxley Act of 2002,

and other regulatory control requirements. Commonly used

control frameworks share features with many of the essential

steps in the operational risk

framework, particularly with

regard to risk identification

and mitigation.

Development of  Loss
Databases 

A well-structured operational

risk framework requires

development of business-line

databases to capture loss

events attributable to various

categories of operational risk.

Regulators expect internal 

loss databases to be

comprehensive and to include

several years of data prior to

formal approval for use in the

risk-estimation process. Basel

II specifically requires a

minimum of three years of data for initial implementation and

ultimately five years for the Advanced Measurement Approaches

(AMA). The need for historical data (including external data) has

been a driving force behind efforts of many institutions to get

their databases operational as soon as possible.

Well -Designed Methodologies and Models

Unlike market risk and credit risk quantification tools, operational

risk tools are still at a relatively early stage of development, and

market consensus has not yet converged on a set of “accepted”

approaches for risk quantification. Nonetheless, many banks do

tend to combine loss data modelling with results from

qualitative risk assessments.

The loss database of a
single financial institution
may not contain sufficiently
granular data to support
statistically meaningful
estimates of operational
loss. To provide banks with
more extensive data, efforts
are under way within the
industry to pool loss data
among institutions and allow
participating banks to share
industry loss data. While this
approach may result in a
more densely populated loss
database, individual banks
may find it challenging to
scale broad-based industry
data to the specific risks of
their lines of business.
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Access to Appropriate Information and Report ing

Effective management of operational risk requires diverse information from a variety of

sources—including, for example, risk and control profiles, operational risk incidents, key 

risk indicators, and rules and definitions for regulatory capital and economic capital reporting. 

To meet operational risk management requirements, two levels of performance metrics are

evolving—one focused on meeting regulatory reporting requirements, and another used as 

part of the business’s ongoing cost containment, capital allocation, and process improvement

initiatives.

To provide business managers with some immediate benefits from their investments in an

operational risk methodology, some banks have emphasised the development of business-level

operational risk metrics and economic capital allocation and reporting processes. At a number of

institutions, these reporting tools have already enhanced business decision-making processes at

both the business unit and the entity-wide levels.

Mistaking Operational Risk for Market or Credit Risk 
Critics who object to the treatment of operational risk as a distinct risk type argue that major

consequences will ultimately show up in the credit or market risk buckets. This view is still 

widely shared, but it is also misleading from a management perspective. These risks have

structural differences in almost every aspect—including (as shown in Figure 2) inspection 

level, maximum loss amount, and portfolio—and therefore require different responses from

management. Overlooking key events or misclassifying operational risks as market or credit 

risks can have considerable consequences for banks, as described below.
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Inspection level

Risk categories

Portfolio elements

Maximum total loss

Maximum number

of losses

Market

Trading desk/portfolio

Interest/FX

Securities

Market value (excluding
short sales/derivatives)

Number of securities

Credit

Credit portfolio

Segments

Credits

Credit volume

Number of credits

Operational

Business line

Loss-event categories

Processes

Bank’s liquidation
value

Unlimited

Figure 2:  Structural  Di fferences Among Risks

Managing operational risk differs from managing market or credit risk because operational risk affects
every activity and process in a financial institution. Consequently, the responsibility for its management
cannot be fully centralised but must take place both at the group/corporate level and within the business
lines, as described herein.

Source: KPMG, 2003.
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Market  Risk and Operat ional  Risk 

Examples of operational risk loss-events that manifest

themselves in market risk include (1) market losses resulting

from trading products for which the broker had no authorisation

and (2) unwanted positions resulting from the inappropriate

entry and acceptance of orders into electronic trading systems.

The closing of such positions can result in losses (or even wins)

should prices change in the meantime. Such events are assigned

to the operational risk category and are entered in the loss data

pool to provide a sound basis for future management decisions.

Credit  Risk and Operat ional  Risk

A large number of losses traditionally associated with a

company’s credit business do not result from an actual credit

risk but from an operational risk. One example is a defaulted

credit in the wake of a mismanaged loan-granting procedure 

that results in the assignment of an incorrect rating or the

incorrect overwriting of an automatically assigned rating. 

Another example of a loss incurred due to operational risk 

has its roots in the mismanagement of collaterals, such that, 

in the wake of a default, reducing the risk position to the 

extent expected proves impossible.

In many cases, an event may be assigned to several risk

types.If a severe operational risk event is accounted for under

credit risk, the loss may very well be reported, and the

economic capital number may even be adjusted to ensure

appropriate capital coverage. However, the wrong data or

assumptions are unlikely to lead to appropriate management

decisions. The resulting (incorrect) credit risk increase will

almost certainly result in a reduction of loans in a region or 

to an industry sector or client—but seldom will result in the

credit process redesign that is likely needed. Management

needs to understand the causes and the consequences of 

their risks to manage them appropriately.
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Operational Risk and the Regulators
Apart from the business benefits banks derive from operational

risk management, Basel II has given them new impetus to focus

on these risks. Indeed, “Just as operational risk looked like it

might be a delinquent, a disciplinarian arrived in the guise of the

Basel Committee to give

structure in the form of the

proposal on a New Capital

Accord. With the authority 

of the Basel Committee 

behind it, operational risk

managers could start in

earnest on establishing an

operational risk management

framework.”2

The next section, beginning

on page 9, describes how

Basel II’s operational risk

focus and new mandates 

have prompted banks to pay

increased attention to these

risks and their management.
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The Basel Committee has asserted, “The most important types 

of operational risk involve breakdowns in internal controls and

corporate governance.”3 In its focus on operational risk, Basel II

aligns with a variety of other regulations and supporting frameworks

the purpose of which is to enhance corporate governance.

For example, banks that must comply with Basel II will see

similarities between its Pillar II Principle 1 and, for example, 

the internal controls framework developed by the Committee of

Sponsoring Organizations (COSO) of the Treadway Commission 

in the United States—a framework that many organisations are

using in complying with certain aspects of the Sarbanes-Oxley

Act (S-O) of 2002. Banks may also see similarities in:

◗ The framework developed by the Canadian Institute of
Chartered Accountants’ Criteria of Control (CoCo) Committee

◗ The United Kingdom’s Financial Services Authority (FSA)
requirements and the governance standards set out in the 
Combined Code

◗ The Dutch Regulation on Organisation and Control (ROC) of 
the Dutch Central Bank and the Nadere Regeling 2002 
of the Financial Markets Authority

◗ The German Corporate Sector Supervision and Transparency Act
(KonTraG) and Section 25a of the German Banking Act (KWG)

Although their origins vary, these regulations/frameworks all seek

to encourage or require incentives for improved risk management

and internal control and, thereby, good corporate governance. For

example, KWG Section 25a and KonTraG in Germany as well as

the U.K.’s FSA Handbook emphasise senior management’s overall

responsibility for risk management and suggest that all staff

members be aware of their risk management responsibilities. S-O

establishes clear standards for management’s accountability and

dictates consequences for non-compliance. COSO and CoCo,

among others, provide integrated frameworks for internal control,

with risk assessment playing an integral role. Nevertheless it’s

important to note that the existing rules and regulations

predominantly focus on financial reporting and financial controls.

Basel II’s operational risk requirements could significantly broaden

this focus as operational risk management, by its very nature,

forces corporate governance to focus on both non-financial

reporting and non-financial controls.

The Basel Committee affirms that the means by which banks will

share information publicly will depend on the legal authority of

local regulators. Moreover, Basel II’s disclosure requirements

(Pillar III) are intended not to conflict with the broader accounting

disclosure standards with which banks must comply. For example,

the Basel Committee and the International Financial Reporting

Standards (IFRS) Board are currently seeking to harmonise the

two standards, especially with regard to disclosures in the

financial statements of banks and other financial institutions and

financial instruments.

Enhanced disclosure, through Basel II and IFRS, is intended to

improve the transparency of banks’ business and risk structures.

It is also intended to provide banks with positive incentives to

strengthen risk management and internal controls. Under 

Basel II, the quality of the individual design and implementation 

of a control framework will directly affect the bank’s capital

charge—consequently, governance quality becomes a function 

of cost of capital. Sound operational risk management and

heightened transparency are integral components of enhanced

corporate governance.

Operational Risk, New Regulation, 
and Corporate Governance
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Influenced by developments in industry business practices, the Basel Committee

has recommended that operational risk be defined as an independent risk

category that must be backed by regulatory capital. The Basel Committee first

demonstrated its interest in operational risk with a 1998 paper entitled,

Operational Risk Management, in which it said that “managing such risk is

becoming an important feature of sound risk management practice in modern

financial markets.”4

Later, in the initial consultation paper describing the new

regulations for banks’ equity capital requirements, the Basel

Committee announced its deliberations for prescribing equity

capital requirements for “other risks, including...operational

risk.”5 The EU Commission has also indicated its support for 

this development.6

However, not until operational risk became part of that first

draft of the consultative process from which emerged Basel II

did the subject appear on the agenda for the majority of senior

managements. In February 2003, the Basel Committee issued

Sound Practices for the Management and Supervision of

Operational Risk, in which it sought to provide guidance (see

sidebar on page 11).

By including operational risk in its proposals for a new regulatory

framework, the Basel Committee acknowledged the emerging

importance of a sound operational risk management function.

Moreover, it also underscored that failing to develop such a

framework will continue to cost banks additional money due to

operational risk events that could be prevented.

Basel II’s Approaches to Operational Risk 
With Basel II, the Basel Committee provides a continuum of

three approaches for the calculation of the minimum capital

requirements necessary to cover operational risk (summarised

in Figure 3 on page 10):

◗ Basic Indicator Approach

◗ Standardised Approach

◗ Advanced Measurement Approaches (AMA)

By providing a range of approaches, the Basel Committee

sought to allow banks and their regulators to select the one

most appropriate to a bank’s size, the complexity of its

operations, and the nature of its risks. In principle, the

assessment procedures become increasingly sophisticated 

and consequently increasingly risk-sensitive and stringent in

their qualitative and quantitative requirements. Competitive

dynamics, regulatory pressures, and other factors will affect 

the choice of approaches.

The prospect of capital reductions is an incentive for banks 

to use the AMA. Furthermore, regulators have proposed the

“partial use” of sophisticated approaches (that is, the possibility

of applying these approaches to selected business areas),

subject to the fulfilment of certain prerequisites.

O p e r a t i o n a l  R i s k  
a n d  B a s e l  I I
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lack the necessary consistency and homogeneity. Developing

and implementing appropriate policies and infrastructure

requires the sponsorship of management and the buy-in of 

the business lines as well as an appropriate commitment of

resources. Personnel across the organisation must be educated

in the complexities of operational risk and its management, and

management must clarify roles and responsibilities. Internal

audit, especially, should be involved in the independent review

of the overall operational risk management framework.

The next two sections, beginning on pages 12 and 18,

respectively, describe the elements of an operational risk

framework and an ongoing process banks can use in managing

operational risk across the institution. The section that follows

addresses an approach management can use to develop such 

a process.

Moreover, large banks can expect that regulators will likely 

want to see them move in a structured way toward the use of

the advanced approaches. To meet that goal, banks will need 

to develop and use models that are acceptable to regulators.

Appropriately designed and implemented, such models can

enable banks to measure and monitor risks across the organisation,

enhance risk management, and ultimately determine capital

requirements. Figure 3, Basel II’s Operational Risk Approaches,

summarises the criteria for the three approaches and the effort

required of banks to fulfil them.

From Theory to Practice
Whatever approach an organisation adopts, implementing a

robust operational risk management framework requires an

integrated risk management process supported by consistent

methodologies and infrastructure. Relying on existing structures,

methods, and tools may not be sufficient because they often

◗ Capital charge equals
internally generated measure
based on:

- Internal loss data

- External loss data

- Scenario analysis

- Business environment and
internal control factors

◗ Recognition of risk mitigation
(up to 20 percent possible)

Same as Standardised, plus:

◗ Measurement integrated in
day-to-day risk management

◗ Review of management and
measurement processes by
internal/external audit

◗ Numerous quantitative
standards—in particular, 
3–5 years of historic loss data

Calculation of Capital Charge

Qualifying Criteria

Compliance with the Basel
Committee’s “Sound Practices
for the Management and
Supervision of Operational
Risk” recommended for 
all approaches.

◗ Average of gross income
over three years as indicator

◗ Capital charge equals 
15 percent of that indicator

◗ No specific criteria

◗ Average gross income over
three years per regulatory
business line as indicator

◗ Depending on business line,
12 percent, 15 percent, or 
18 percent of that indicator 
as capital charge

◗ Total capital charge 
equals sum of charge
per business line

◗ Active involvement of 
board of directors and 
senior management

◗ Existence of OpRisk
management function and
independence of that function

◗ Sound OpRisk 
management system

◗ Systematic tracking of 
loss data

Approach Basic Indicator Approach Standardised Approach* Advanced Measurement

Approaches (AMA)

Figure 3:  Basel  I I ’s  Operat ional  Risk Approaches

*Subject to regulatory approval, an “Alternative Standardised Approach” based on loans and advances
instead of gross income can be allowed for certain business lines.

Source: KPMG, 2003.
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The Ten Principles of the Basel
Committee’s “Sound Practices”

The ten principles concentrate on the high-level standards deemed
necessary for the management of operational risks.8 In keeping 
with the Basel Committee’s goals, the principles are deliberately
high-level to allow banks to develop approaches suitable to their
organisational needs.

The ten principles can be summarised as follows:

◗ The board of directors and senior management are responsible
for approving the establishment and review of a framework for
managing operational risk and establishing the organisation’s
operational risk strategy.

◗ Senior management is responsible for implementing the
operational risk strategy consistently throughout the entire
organisation and developing policies, processes, and procedures
for all products, activities, processes, and systems.

◗ Information, communication, and escalation flows must be
established to maintain and oversee the effectiveness of the
framework and management performance.

◗ Operational risks inherent in all current activities, processes,
systems, and new products should be identified.

◗ Processes necessary for assessing operational risk should be
established.

◗ Systems should be implemented to monitor operational risk
exposures and loss events by major business lines.

◗ Policies, processes, and procedures to control or mitigate
operational risks should be in place, together with cost/benefit
analyses of alternative risk limitation and control strategies.

◗ Supervisors should require banks to have an effective system in
place to identify, measure, monitor, and control operational risks.

◗ Supervisors should conduct (directly or indirectly) regular
independent evaluations of these principles and ensure that
effective reporting mechanisms are in place.

◗ Sufficient public disclosure should be made to allow market
participants to assess an organisation’s operational risk exposure
and the quality of its operational risk management.

“Sound Practices” for Managing
Operational Risk

The components for an overall operational risk framework have
begun to emerge in the banking community. Some disagreement
exists on the details of the approach and implementation process.
Due to the complexity of today’s financial services companies,
senior management needs to distinguish between mandatory
components to be implemented regardless of size, business, and
products and the bank-specific aspects of development, including
the implementation approach and specific deviations in methods 
and tools.

The Basel Committee acknowledges the difficulty of developing 
a framework for operational risk, but it has sought to provide
incentives for banks to continue to develop such frameworks. 
To provide common ground, the Basel Committee developed a
guideline document, “Sound Practices for the Management and
Supervision of Operational Risk.” The document provides no
detailed road map but on a generic level encompasses the
elements necessary to establish a sound framework.

In “Sound Practices,” the Basel Committee noted that:

“... management of specific operational risks is not a new

practice; it has always been important for banks to try to

prevent fraud, maintain the integrity of internal controls,

reduce errors in transaction processing, and so on. However,

what is relatively new is the view of operational risk

management as a comprehensive practice comparable to the

management of credit and market risk in principle, if not

always in form. [Developing economic trends], combined with

a growing number of high-profile operational loss events

worldwide, have led banks and supervisors to increasingly

view operational risk management as an inclusive discipline,

as has already been the case in many other industries.”7

“Sound Practices” can also be seen as another step in articulating
comprehensive rules for corporate governance for all major risk
types (following, for example, the MaH and MaK guidelines issued
by German banking supervisors on market and credit risk policies
respectively, Turnbull in the United Kingdom, and COSO in the
United States as well as similar frameworks in other countries). The
paper encompasses ten principles for the effective management and
supervision of operational risk. These principles reflect:

◗ Activities many financial institutions have been successfully
developing over the years as part of their operational risk
frameworks

◗ The current thinking of supervisory regimes on Basel II,
highlighting the importance placed on the New Accord’s Pillars II
and III
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An approach to managing operational risk should consider (1) what activities or

components are to be created, enhanced, and managed; (2) who should manage

these interrelated activities, entity-wide and within the business units; and (3)

how those responsible may go about the process.

An Operational Risk Framework

The framework approach illustrated in Figure 4 and described

below provides a way to structure the challenge of what to

manage. The section A Process for Ongoing Management,

beginning on page 18, describes an approach to the management

of such a framework.

Risk Strategy

A bank’s strategy for operational risk drives the other components

within the management framework. It also has to provide clear

guidance on risk appetite or tolerance, policies, and processes

for day-to-day risk management.

Thus the operational risk strategy comprises both the “top-

down” process of capital allocation and clear guidance for the

“bottom-up” processes of risk identification, assessment,

management, reporting and supervision, and governance

arrangements that constitute the management framework. 

Each business unit’s management has to comply with the

bank’s overall risk strategy when making business decisions

based on the available operational risk information, while

considering overall capital requirements.

The terms risk appetite and risk tolerance are also commonly

associated with risk strategy. Generally established “top down”

by an organisation’s board or risk committee, these measures

have been used successfully in a market risk and credit risk

context for years. However, many organisations are struggling 

to apply them “top down” to the management of operational

risk, perhaps due to the breadth of such risk as well as the

limitations inherent in current quantitative measures.

A n  A p p r o a c h  t o  M a n a g i n g
O p e r a t i o n a l  R i s k

Source: KPMG, 2003.

Figure 4:  A Framework for Managing Operational Risk
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With market and credit risk management serving as role models,

two key goals need to be reflected in an organisational structure

for operational risk:

◗ The agreement that operational risk cannot be confined to
specific organisational units (unlike market risk) but remains
largely the responsibility of line managers and some defined
special or support functions (such as IT, HR, legal, internal
audit, or compliance); and

◗ The division of duties among management, an (often to be
established) independent risk management function, and
internal audit.

The organisational structure also comprises reporting lines, 

both at the entity-wide level and within the business units 

(see Figure 5). The organisational structure links operational risk

management performance to business targets and employee

performance goals. It encompasses escalation processes and

procedures and operational risk policies, and is closely aligned

with the operational risk strategy.

When designing the operational risk management organisational

structure, the bank’s overall risk management structure should

serve as a guideline. The desired end state should be to serve

global risk management needs.

Instead, organisations tend to consider operational risk appetite

and tolerance from a “bottom-up” perspective. Specifically, they

apply thresholds by risk functions and/or business units to the

various forms of operational risk information (risk assessment

reports, key risk indicators, and the reporting and escalation of

operational risk incidents and losses).

Additionally, many banks consider the appetite or tolerance for

operational risk as part of the day-to-day management of the

business—during new product approval, for example, or within

change management processes. However, this piece-meal

approach has limited value in that risk appetite and tolerance 

are not considered in an appropriately broad, formalised context. 

Organisat ional  Structure

The organisational structure is the bank-wide foundation for all

operational risk management activities. Within this context, the

bank defines and assigns centralised and decentralised roles

and responsibilities to a wide array of organisational units,

functions, and, ultimately, individuals. For some banks, these

roles and responsibilities will be new.

Operational risk management
requires the attention and
involvement of a wide variety 
of organisational constituencies,
each of which has different
responsibilities and expectations.
Critical to the effort’s success 
are centralised and decentralised
operational risk management
teams, which are responsible 
for implementation at the
group/corporate and business
unit levels, respectively.

Figure 5:  Potential  Organisational Model
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Source: KPMG, 2003.
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Whereas the first type of information contains predominantly

“raw” data such as losses, near misses, indicators, and risk

assessment results, the second reflects aggregated, structured,

and often analysed information designed to provide each level of

management with what it needs to enable better operational

risk management.

It is in the nature of operational risk that, parallel to regular

reporting lines, the bank needs a reporting structure for severe

events that ensures timely information and supports immediate

measures by management.

Defini t ions,  L inkages,  and Structures

Banks need a common language for describing operational risk

and loss-event types, causes, and effects. They also need to

map the rules necessary for compliance with regulatory

requirements. The development of definitions, linkages, and

structures enables banks to efficiently identify, assess, and

report such operational risk-related information. Definitions,

Even with an emerging industry practice, experience has shown

two special issues for consideration:

◗ Treatment of the specialist functions (provide IT, HR, or legal 
risk management functions or independent oversight)

◗ The role of a (likely new) operational risk committee (as a
body of its own or a subgroup of an overall risk committee)

All these issues will have to be documented in operational risk

policies that are closely aligned to the operational risk strategy.

Report ing

Because operational risk affects all business units, operational

risk management reporting has a much broader scope than

traditional market or credit risk reporting (see Figure 6). Such

reporting has to cover two distinct aspects:

◗ Delivery of defined, relevant operational risk information to
management and risk control, and

◗ Reporting of information aggregated by risk category to
business line management, the board and the risk committee.

Figure 6:  Operational Risk Management Reporting

Source: KPMG, 2003.
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Low-frequency/high-impact losses (e.g., natural disasters, IT

system breakdowns) are by definition usually not contained in

an internal loss database because they may not have yet hit 

the organisation. Consequently, information on those losses 

has to be gathered externally. Public sources (i.e., press, news

databases) are often useful, as is the anonymous sharing of

internal loss data by member banks within a consortium.

Data availability and quality are often problematic. Just as a

sound operational risk culture cannot be created overnight, the

establishment of a loss data collection process takes time. After

the successful implementation of an operational risk framework,

the total number of events may decrease due to better

management. Nonetheless, because scrutiny increases, the

number of identified losses can also be expected to increase

during the implementation phase of a comprehensive loss data

collection process. Moreover, after such a process is established,

results should be interpreted carefully. Some losses are

detected only months or even years after their occurrence.

An internal loss data collection process should have a number

of built-in incentives and controls to ensure a high degree of

data coverage and quality. The internal loss data collection is

enriched over time by both data sharing and external public 

data that are carefully screened and adjusted to enable a close

resemblance to the bank’s specific environment of processes,

systems, and people.

linkages, and structures thus form the basis of consistent

databases that enable banks to maintain data that remains

meaningful over time. The endeavour helps to clarify the scope

of operational risk and avoid differing interpretations as well as

identify sub-categories and boundaries with other areas 

of risk (especially credit and market). It also helps enable the

mapping of underlying data to the Basel framework or other

recognised control frameworks (such as COSO). Finally,

comparisons between different sources of information 

(e.g., risk assessment, loss data collection, key risk indicators) 

can be conducted on a consistent basis, which leads to the

ability to draw more powerful conclusions from the otherwise

probably too-sparse data.

Major challenges arise in setting the boundaries between

operational and other risk types, finding definitions that are

understood throughout the bank, and coping with the effects 

of organisational restructuring efforts banks frequently

undertake. Leading banks understand that keeping definitions,

linkages, and structures up to date is crucial for the success of

methods that are built upon them.

Loss Data

With a common language in place, the bank needs a process 

for collecting, evaluating, monitoring, and reporting operational

risk loss data. Such a process would be designed to provide 

the basis for any management decision from ad hoc reporting

to regular risk reporting and ultimately leading to support

quantification models as well as risk assessments. In addition

to implementing processes for collating internal loss data, the

bank needs to consider in what way it wants to supplement it

with external data—both publicly available or from data-sharing

initiatives.

The collection of internal loss data requires the support of all areas

of the bank. Loss events over a materiality threshold—potentially,

but not necessarily, including indirect losses, foregone income, and

near misses—need to be entered into a loss database and verified.

Policies and procedures are needed to help ensure consistency

and completeness. Changes to loss amounts, late insurance

payments, and additional compensation claims have to be added 

in an auditable manner.
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Like loss data, KRIs are based on existing data, such as certain

ratios. Unlike loss data, however, KRIs do not look at the “face

value” of information (assuming history may be repeated), but

seek to predict certain future behaviour (for example, staff

turnover—not representing actual losses but potential future

losses should certain key personnel and knowledge be lost).

Thus, KRIs differ from risk assessments in that they rely on

observable data, not estimates of future activities.

Identifying relevant KRIs can be a complex endeavour, as 

the assumed correlation with actual exposure can only be

determined over time using internal loss data. Banks may 

need to combine several primary or directly available indicators

to achieve the desired early warning information. To maintain

ease of comprehension, many banks have used only a limited

set of generic indicators for business units across the bank

along with an equally limited set of business-line-specific

indicators where necessary.

Risk Assessment 

Risk assessment provides banks with a qualitative approach 

to identifying potential risks of a primarily severe nature by

conducting structured scenarios with representatives of all

business units.

As a tool that enables identification—and, to a limited extent,

even quantification of operational risk—risk assessment picks 

up where loss data collection leaves off. Indeed, it helps fill the

knowledge gap left by backward-looking and often sparse loss

data and attempts to establish risk-sensitive and forward-looking

identification of operational risk. While the details vary, the basic

structure of a risk assessment is universal: a set of matrices

identifying and assessing operational risk and its subcomponents

in terms of likelihood and impact of occurrence, based on a

defined risk appetite (see Figure 7).

The resulting risk profile presents a high-level overview of all

risk areas per bank, business unit, or other aggregation level.

More elaborate risk assessments differ among risk categories

and inherent and residual risk and aim to assess the quality of

risk-mitigating measures.

Key Risk Indicators

The bank should assess aspects of operational risk based 

on key risk indicators (KRIs)—factors that may provide early

warning signals on systems, processes, products, people, 

and the broader environment (see Figure 8).
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Figure 7:  Risk Profi le

Source: KPMG, 2003.

Figure 8:  Key Risk Indicators
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A scorecard approach can assist in the assessment of various r isks and
how they change over t ime.
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The key issue with capital modelling is the validation of input

data, model structures, and assumptions as well as the

validation of the model results. Often most challenging is 

the latter, where the benchmark is “events occurring less 

than once in a thousand years.”

Currently three broad families of approaches are considered

best practice: the loss distribution approach, the risk drivers and

controls approach, and the scenario-based approach. As they are

designed to help a bank qualify for an AMA, they make various

uses of the four mandatory components—internal loss data,

external loss data, scenarios, and business environment and

controls factors.

Information Technology

Appropriate information

technology is the foundation

and facilitator of the

operational risk management

framework. The IT system will

need to accommodate a wide

variety of operational risk

information, without the need

for re-keying, and interface with a variety of internal systems as

well as external sources. Users should be able to reconcile,

enrich, maintain, and update information with source data. The

central operational risk management function should consider

how to store data and information and enable use of an intranet

site. The framework should encompass the identification of

business requirements and functional specifications for

operational risk IT systems and vendor selection. Banks will

need enhanced tools and techniques to meet new information

requirements. Tools must enable the businesses to focus on key

areas of risk.

In general, implementing the data management and reporting

systems required to optimise capital allocation not only releases

resources to maximise return on capital but can also support 

a wide range of other business activities. The degree of data

collection, data reconciliation, management, and reporting by

Basel II (particularly in the area of operational risk) supports

activities entity-wide—from, for example, maintaining the

general ledger and enhancing human resources systems, to

implementing a Customer Relationship Management

programme.

Mitigat ion

Once the bank has identified and quantified its risks, it can

implement a strategy for mitigating them with appropriate

policies, procedures, systems, and controls. Within its

established risk appetite and tolerance, the bank would retain 

a certain portion of risk, transfer another portion (through

insurance), and then finance those risks it could not insure. 

Risk mitigation is an iterative and ongoing process: as one 

tactic is implemented, others should be reassessed. Just as 

an investor adjusts the mix of investments based on defined

targets for risk and return, a risk portfolio manager chooses

among tactics to manage risk based on the bank’s appetite for

risk and its ability to absorb it. These choices can include adding

controls or limits for risks that may exceed the bank’s risk

appetite. Such choices also may include reducing costs related

to excessive controls or taking action to expand risks in areas

where existing controls provide additional risk capacity. Thus 

the manager must continually balance the cost/benefit of taking

such action with the need to mitigate risk in the organisation. By

applying a variety of tactics, risk managers can begin to affect

corporate performance and thereby affect shareholder value.

Capital  Model l ing 

Capital modelling encompasses the calculation of regulatory 

and economic capital. It involves defining input data (internal 

and external loss data, scenario data, business environment, 

and control factors as well as auxiliary information such as

insurance parameters), defining the mathematical/statistical

relationships and assumptions for measuring operational risk,

the implementation of the model, and the model validation. 

Within the spectrum of approaches in Basel II, the AMA gives

banks the flexibility to build their own models, taking into

account their own structure, correlation and diversification

effects, insurance mitigation, and other factors. The goal of

capital modelling is to estimate expected losses, which should

be taken into account in product pricing, as well as to calculate

the Value-at-Risk for operational risk (unexpected losses) that

have to be buffered by economic and regulatory capital. Those

figures could then be integrated into a bank steering concept

(Risk Adjusted Performance Measurement).

Appropriate
information

technology is the
foundation and
facilitator of the
operational risk
management
framework.
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The leaders responsible for the bank’s governance process set the tone for how

a bank implements and executes its operational risk management strategy.

Operational risk management cannot become an effective process within the

institution unless leaders articulate and support a high-level vision and

business unit managers understand and appreciate the benefits they could

derive from implementing the cultural and business process changes required

by the new framework.

The management process for operational risk will likely resemble

the processes employed for other risk areas, such as market

risk or credit risk. Using the operational risk definitions, linkages,

and structures; risk assessment; key risk indicators; and loss data

base; the framework can provide management with relevant

information to undertake a rigorous control programme. Such a

programme is illustrated in Figure 9 and described below.

Ident i f icat ion

During the risk identification process, the bank’s operational risk

unit typically collects and uses a wide range of information,

such as internal and external loss data, risk indicators, and

output from risk assessment exercises. The operational risk unit

analyses “near misses” and undertakes systematic analysis of

processes and systems to consider risk potential for all defined

operational risk categories. Concurrently, the individual business

units use the same data to enhance their understanding of

sources of business process error, areas of high expense, or

inordinate work effort. Business units then perform their

internal processes for identifying opportunities for improving

operating efficiency.

Assessment

These internal processes include calculation of indirect losses,

qualitative assessment of their risk potential, and evaluation

using risk indicators. As the operational risk framework is being

established, the individual business units participate with

operational risk personnel in developing scenario analyses for

identifying the frequency and consequences of potential risks.

The scenarios are appropriate for the business unit and are

modified over time as the business evolves and as the quality

and quantity of business loss data become more robust. The

A  P r o c e s s  f o r
O n g o i n g  M a n a g e m e n t

Figure 9:  A Process for Managing Operational Risk
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central operational risk management function can use scorecards

to develop business-specific estimates of operational loss. These

estimates are updated for each cycle of the operating risk

reporting process.

Report ing

The analytic and data management efforts of the business and

the operational risk team combine to develop reporting protocols

that serve both the individual business and the central

management team. The central operational risk team provides

reporting that covers a “top-down” view of operational risk,

including actual loss data, near misses, causes of loss and near

miss, risk assessment, scenario data, and key risk indicators.

The bank reports aggregate losses and trends, risk-assessment

results, key risk-indicator results, and economic and regulatory

capital to all relevant parties.

Reporting also should have a “bottom-up” perspective that is

directed to the needs of the business unit management. These

reports should be customised for the business unit to facilitate

risk mitigation, process improvement, and cost containment. 

Management

The operational risk management function uses the reporting

process to identify key areas of process risk and trends in

business behaviour. It works with senior management to identify

firmwide efforts to prioritise risk mitigation strategies, including

risk transfer, risk reduction, risk avoidance, and risk prevention.

Entity-wide efforts to manage operational risk are coordinated 

with the efforts of the individual business units to implement

specific risk management changes within the business units. To

the extent that multiple business units face similar operational 

risk challenges, risk mitigation efforts for individual units may

require cross-business coordination and collaboration.

Monitor ing

The monitoring process is the capstone of the management

process. Through this process the operational risk team and 

the business unit leaders are able to assess the effectiveness 

of their framework, identify areas of risk management weakness,

and redirect the risk management effort to create a more robust

control environment.

Figure 10: Stakeholder Roles and Challenges
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sophistication of
approaches required

◗ Embed new/enhanced
practices into wider
business environment

◗ Avoid gaps/overlaps in
operational risk/credit
risk approaches

◗ Review business line
and centralised efforts
to manage operational
risk

◗ Link with external
audit, audit committee

Potential Challenges

◗ Inadequate or
inaccurate information

◗ Absence of “standard”
industry approaches
and rapidly developing
market

◗ Problems in
implementing change
consistently

◗ Lack of necessary
resources

◗ Lack of appropriate
education, resources,
training

◗ Lack of appropriate
education, resources,
training

◗ Lack of appropriate
education, resources,
training

Source: KPMG, 2003.
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As shown in Figure 10, banks can take a phased approach to determining how

to manage operational risk, who should be involved in its management, and

what mechanism those people might use to maintain the process.

Phase 1 is an “as-is” analysis of a bank’s current operational risks

process. During this phase the bank would evaluate how it

presently manages operational risk, including the corresponding

tasks and responsibilities. It would review the structure, content,

and criteria of its current risk assessment approach. It would also

review the frequency, audience, reporting structure, and escalation

thresholds of its current risk reporting efforts. Analysis of existing

key risk indicators and the processes that support data gathering

is also part of this phase.

In Phase 2, the bank would establish various teams to address

specific aspects of operational risk, including its organisational

structure; definitions, linkages, and structures; loss data collection;

risk assessment; key risk indicators (KRIs); reporting; capital

modelling; and information technology. Teams focus on defining

data needs; designing the organisational structures, processes,

and systems, improving operational risk management; and

rolling out the plan. Developing and executing a plan can help

teams to address organisational considerations such as

communications, training, and quality assurance.

Develop ing a  System for
Managing Operat iona l  R isk

Figure 11: A Phased Approach to Developing a System
for Managing Operational Risk

Source: KPMG, 2003.
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During Phase 3 the bank would conduct a pilot of the approach,

in which it can test its design in a small environment. The team

revises the design based on the results, and then rolls it out

within the organisation as a whole.

Ongoing operational risk management, Phase 4, is important

both internally and externally. Banks will need to establish

monitoring processes and systems that suit the needs of their

own organisations and those of their regulators to develop a

process that encompasses the five steps defined in Figure 9 

on page 18.

Although the duration of an operational risk project depends 

on the bank’s individual circumstances, a full-fledged project

may take two or more years. Given the Basel II requirements 

on internal loss data—which formulate a need for data history

covering at least three years—a bank must address its

organisational and data collection requirements immediately 

to be able to qualify for the AMA by the 2007 deadline. Indeed,

such efforts are also critical to create a sufficient loss database

to support adequate management decisions under every 

Basel II approach, except perhaps the Basic Indicator.

Why Operational Risk Management
Efforts Can Fail:
◗ Lack of CEO and executive sponsorship

◗ Poor corporate culture and/or high-level control
environment that is divorced from business objectives

◗ Unclear roles and responsibilities/organisational structures

◗ Poorly defined/inconsistent operational risk policy

◗ Undefined risk universe and no common risk language

◗ Poor/inconsistent operational risk identification process

◗ No linkage of risks to the control framework 

◗ Over-engineered risk measurement and evaluation

◗ Reporting templates that do not integrate with business
requirements

◗ Unclear escalation channels

◗ Poor action-tracking and project management systems

◗ Poor communication and education programmes
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As banks have begun to manage operational risk as a means of adding business

value, they have also begun to recognise that such efforts are a key aspect of

effective corporate governance. 

To achieve governance goals, management and the board need 

to take steps to understand the importance of operational risk,

demonstrate their support for its management, and designate 

an appropriate managing entity and framework that are part of

the bank’s overall corporate governance framework. Basel II’s 

risk focus and the work

required to meet its

deadlines have also 

served to underscore 

the strategic implications

and opportunities inherent

in operational risk

management.

In managing operational

risk, organisational and

cultural issues ultimately

pose greater challenges

than the evolving technical

hurdles that banks must

overcome. To build an

effective business case for operational risk management,

leaders need to emphasise the business benefits that can

result, rather than regulatory compliance requirements that

must be met. They need to consider the big threats (both

operational and financial) that may affect the achievement of

their strategic business objectives and how they can improve

the timeliness, accuracy, and relevance of the risk information

they collect. However, they also need to determine how they

can protect and enhance value for stakeholders by improving

operational performance and ensuring that they allocate and 

use capital in the most efficient and effective way.

Consistent, ongoing identification and management of relevant,

meaningful, and comprehensive operational risk information 

are difficult undertakings, no matter how many resources are

dedicated to these efforts. Risk assessment methodologies

ultimately rely on the business lines’ expert judgement to

evaluate risk exposures and the effectiveness of the control

environment. To be most effective, these methodologies 

should be applied within a robust operational risk management

framework. Institutions need to devise appropriate incentive

mechanisms that will help management establish, expand, and

maintain a sound operational risk culture. In the short term, such

efforts can help banks begin to comply with Basel II. Over time,

they can also help banks add value to their businesses and

enhance their corporate governance.

C o n c l u s i o n

In managing
operational risk,

organisational and
cultural issues
ultimately pose

greater challenges
than the evolving
technical hurdles
that banks must

overcome.
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