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Business Continuity Benchmarking Study
A Review of the Factors Influencing Business Continuity

Business continuity has evolved over time from its predominantly tactical origins to that which
involves greater strategic discussion. As such, the value of compelling, timely and usable information
becomes increasingly important to upper management when making those critical decisions that
ensure their organization’s continuity, security, and integrity of its assets. In seeking answers to
many of these key questions, The Business Continuity Benchmarking Study, a cosponsored study by
Continuity Insights magazine and KPMG, will convey important information, identify significant trends,
and reveal areas of vulnerability and areas in need of improvement.

1 Has your company been affected by, or at risk for, any of the following
interruptions? (Select all that apply)

Natural disaster 65%
Facilities move 42%
Merger/acquisition 26%
Hardware failure 61%
Software failure 56%
Network failure 62%
War 9%
Human error 57%
Power outage 81%
Service provider failure 41%
Telecommunications failure 61%
Terrorist activities 24%
Ethical scandal/corporate governance issue 17%
Labor disputes 14%
Information security 58%

Other responses included: value chain disruption, government intervention, fire, labor shortage, SARS
human virus outbreak, functional obsolescence crisis, water outage, air crash, activist demonstration/
attacks, bomb threat, power surges, virus, flood, denial of access, and financial crisis.

2 Which best describes your company's current program status?

There are no contingency/business continuity plans in place

o,

We are cu7rr/gntly in the assessment phase (i.e. risk assessment, business impact analysis)
o)
We are currleznéfy developing crisis management/business resumption/disaster recovery plans
[v)
There are Ioclafli :Jolans in effect in certain departments/divisions
0,

We have conduitlet/j0 exercises of our response/resumption/recovery plans

o,
There aregcéorporate-wide plans in effect

14%

We have a corporate governance program for business continuity management (BCM), including
response, resumption and recovery planning efforts
23%
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How does your organization manage business continuity?

Functionally (vertically) 43%
Process-oriented (horizontally/cross-function) 57%

How many individuals are dedicated to the response, resumption and recovery
activities/functions across your organization (full-time and part-time)?

10 or more
29%
Oto 2
43%
6to9
6%
3to5
22%

How do you measure RTOs (recovery time objectives) within your organization?

Point-of-failure to full operations (business and technology are "live")
44%%
Point-of-failure to technical recovery (business has not keyed lost data, backlog, etc.)
22%
Point-of-declaration to full operations
13%
Point-of-declaration to technical recovery
13%
Point-of-arrival (at alternate site) to full operations
4%
Point-of-arrival to technical recovery
4%

Do you measure/validate service delivery objectives (SDO)—electronic or

nonelectronic—against your stated MTOs (maximum tolerable outages), RTOs
(recovery time objectives) and/or RPOs (recovery point objectives)?

Yes
39%
No
61%

How much would you estimate business disruptions have cost your company in the
past twelve months?

Less than $100,000 64%
$100,000 to $499,000 22%

$500,000 to $999,999 6%

$1 million to $5 million 4%

More than $5 million 3%
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8 Have you ever experienced an interruption that caused you to activate any
documented recovery steps?

Yes No
53% 47%

9 Have you ever experienced an interruption that caused you to activate any of the
following documented recovery steps? (Select all that apply)

Data center recovery 34%
Network recovery 50%
Business unit recovery 52%
Facility loss 26%
Data/storage recovery 40%
Crisis management (product, physical or technical) 46%

Other responses included crisis media management and partial facility loss.

1 0 For the most recent interruption, how well were recovery objectives met?

Not at all
Somewhat 0%
14%
Completely
38%
Mostly
49%

1 1 For the most recent interruption, how well was data integrity established?

Not at all
Somewhat 0%
13%
Mostly Completely
31% 56%
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13

14

15

For the most recent interruption, how well were service levels maintained?

Not at all
1%
Somewhat Completely
20% 30%
Mostly

Which best characterizes the maturity/application of e-commerce in your
organization? .
Primary revenue
(e.g. completely
virtual
organization)
5%
Emerging/
underdeveloped
revenue (e.g.
research &
development or
exploratory)
53%

Significant
revenue (e.g.
clicks & mortar)
42%

Which best characterizes the extent that third-party or service providers are used
in your organization's operations?

No service
providers used
6%
Significant use Minor use
27% 26%

Moderate use
41%

If third-party or service providers are used in your organization's operations, do

you review their response, resumption, and recovery plans to ensure that they
meet your supply chain and recovery time requirements?

Not
applicable
8%

Yes

No 52%

40%
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17

18

19

What is the primary reason for BCP within your organization?

Public relations (corporate image) 3%
Past business interruption/experience 9%
Stakeholder protection 10%
Regulatory compliance 20%
Prudent business practice 44%
Required or requested by your customer 8%
Required or requested by your vendors 0%
Other 5%

How will the Sarbanes-Oxley Act affect your organization's BCM processes and
documentation efforts?

Extremely
4%
Very much
Not at all 15%
29%
Somewhat
52%

Does your organization currently make strategic marketing use of its business
continuity management program?

Yes
28%

No
72%

What is the primary reason that your company is using its BCM program?

Unique
competitive
Other advantage
11% 16%  competitors

are utilizing
this strategy

Industry 3%
standard
220, Service or
product
differentiator
Customer 24%,
request or
requirement
25%
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20 Which best describes how funds are allocated for business continuity initiatives?

On a case-by-case basis based on individual needs 40%
As a percent of IT budget 13%
As a percent of risk management budget 8%
As a percent of individual functional 5%
Importance of data and systems at risk 23%
Other 11%

2 1 Which best describes who is the primary owner of BCM in your organization?

CEO/President 16%

Ccoo 7%

CFO 6%

CIO 17%

Board of Directors 3%
Risk Management/Risk Oversight Committee (or similar) 11%
Other Corporate/Executive Management 17%
Specific Department Managers/Directors 18%
Audit Committee 1%
Other 5%

22 How well integrated is BCM with Information Security?

Not at all
11% Extremely
15%
Somewhat Very Much
45% 29%

23 How well integrated is BCM with Information Technology/Disaster Recovery?

Not at all
4%
Somewhat Extremely
280/0 310/0
Very Much
37%

24 How well integrated is BCM with Facilities/Physical Security Management?

Not at all
7% Extremely
19%
Somewhat Very Much
36% 38%
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26

27

28

How well integrated is BCM with Risk Management?

Not at all
14% Extremely

15%
Somewhat @ Very Much
40% 31%

How well integrated is BCM with Corporate/General Management?

Not at all
9% Extremely
10%
Somewhat @ Very Much
47% 34%

How well integrated is BCM with Legal/General Counsel?

Not at all
24% Extremely

5%
Somewhat @ Very Much
50% 20%

How well integrated is BCM with Internal Audit/Regulatory?

Not at all Extremely
17% 12%

Very Much
Somewhat 30%
42%
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29 How well integrated is BCM with Compliance?

Extremely
Not at all 8%
20%
Very Much
30%
Somewhat
42%

30 Has your BCM program been enhanced by the threat of terrorist activities?

Extremely
Not at all 6%
30%
Very Much
21%
Somewhat
42%

3 1 How do you measure the performance of your BCM? (Select all that apply)

Service level monitoring 23%
Plan exercises 63%
Audit findings 48%
Performance reviews 30%
Benchmarking/comparison to industry norms 25%
N/A—We do not measure BCM performance 20%

3 2 Do your employees get sufficient disaster recovery/business continuity
planning training?
Yes
33%

No
67%

3 3 What types of training have your employees utilized? (Select all that apply)

Internal company training 87%
Outside trainer used onsite 28%
Attend industry conferences 65%
Attend continuing education courses at colleges/universities 20%
Pursue professional certification courses 50%
Online training 20%

Other responses included: internal and outside, participation in test exercises, quarterly reviews,
disaster organization sponsored educational meetings, teach as an adjunct professor, and attend
quarterly regional BCP organizational meetings.
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34 What is your organization's approximate annual budget for BCM products and
services (response, resumption and recovery)?

Under $500,000 63%
$500,000 to $999,999 17%

$1 million to < $5 million 14%

$5 million to < $10 million 3%

$10 million to < $50 million 2%

More than $50 million 1%

Question #35—Start of demographic information—no responses required for Question #35

3 6 Which best describes your company's primary type of business at this location?

Automotive 1%
Banking/financial 20%
Communications/media 1%
Education 5%
Energy 2%
Government (local, state, federal, international, military) 6%
Healthcare 7%
Insurance 6%

Legal/real estate 0%
Manufacturing—consumer goods 2%
Manufacturing—industrial goods 1%

Professional Services/consulting 13%

Technology—services 8%
Technology—software/hardware 4%

Technology—ASP/ISP 2%

Telecommunications 6%
Transportation 3%
Retail/wholesale 4%
Other 9%

Question #37 is the “"Other” subquestion to Question #36

Other responses included: Real estate/hospitality, educational publishing, cultural/community
institution, publishing, check authorization/collections, support for our commercial records storage
facilities, biotech, biotechnology research, development and commercialization, agriculture seeds and
genomics, legal information provider—print and online services, trade association, consumer goods
manufacture, market data and related services by subscription, utility, self-employed/unemployed,
pharmaceutical, benefit consulting HR outsourcing, public safety, fast food operations, nonprofit
human services, pharmaceutical research and development, manufacturer of semiconductor devices,
pharmaceutical, student loans—charity organization, research & design/regional headquarters,
commercial records storage company, hospitality, fast food operations, public museum, library,
garden, bioengineered human pharmaceuticals, branded consumer goods, non-profit, ag bio tech,
print, service provider, and travel.
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40

141

Which best describes your primary job function?

Corporate management 19%
Financial management 1%
IT/IS management 18%
Internet/interactive/new media 0%
Risk management 8%
Security/safety 5%
Emergency management 7%
Legal/human resources 0%
Operations/manufacturing 2%
Planner/coordinator 20%
Consultant/analyst 14%
Other 5%

Question #39 is the “"Other” subquestion to Question #38

Other responses included: BCP management, project manager, FVP application continuity & disaster
recovery, project lead, IS/BCP, facility management, editor, director of corporate wide business
continuity staff & program, business continuity—internal audit, marketing, records manager, global
BCP manager, office service manager, lead it auditor, educator and researcher, business continuity
management, facilities engineer, disaster recovery planner, coordinator, implementer, sales, IT
project manager, and IT project management

How many people are employed at your company (at all locations)?

Less than 25

20, 000 or 9%
more 25-99
21% 7%
10,000 - 100 - 499
19,999 12%
7%
5,000 5009;/999
9,999 °
13% 1,000 -
4,999
21%

How would you describe the geographical range of your company's facilities?

Regional
33%

International
44%

National
24%
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42 How would you describe the geographical range of your market and/or

Regional
22%
International
50%
National
28%

43 What are your company's approximate annual revenues?

Under $10 million 17%

$10 million < $50 million 12%

$50 million < $100 million 9%

$100 million < $500 million 14%

$500 million to < $1 billion 10%

$1 billion < $5 billion 17%

More than $5 billion 21%

44 Would you like to receive a FREE copy of the study'’s final results?

No
4%

Yes
96%

45 Would you also like the opportunity to benchmark your organization against the
study's final results, FREE with complete confidentiality and without obligation?

No
40%

Yes
60%
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Study Methodology

The sample for the Continuity Insights/KPMG Business Continuity Benchmarking Study was obtained from the
circulation of Continuity Insights magazine via its printed publication, its web site, and e-mail notification.
Respondents were directed to a web site to complete this survey online. The survey consisted of forty-five
questions, with an average time of 10.5 minutes required to complete the questionnaire. As an incentive,
respondents were offered a copy of the study results and the opportunity to benchmark their responses to specific
study criteria of their selection. The study was closed on October 31, 2003, at which time 410 responses had been
received.

Preparation of the online survey, tabulation, and reporting was conducted by i-OP, a company that specializes in
data integration solutions.

Continuity Insights

Continuity Insights addresses the corporate-wide priorities that mandate the need for continuity planning at the
highest levels of the organization. It speaks directly to the strategic view, embracing the issues and concerns of
senior-level managers. It is a discussion of the “why’s” of business continuity and its prominence within the
organization. For more information on Continuity Insights magazine and its conference and exhibition, visit
www.ContinuityInsights.com.

Continuity Insights

301 South Main Street, Suite One West, Doylestown PA 18901
215 230-9556 phone

215 230-9601 fax

info@continuityinsights.com e-mail

KPMG—Assurance and Advisory Services

KPMG is the accounting and tax firm that has maintained a continuous commitment throughout its history to
providing leadership, integrity, and quality to the capital markets. The Big Four firm with the strongest growth
record over the past decade, KPMG offers clients the scale, global reach, industry insights, and multidisciplinary
range of services they demand. KPMG LLP (www.us.kpmg.com) is the U.S. member firm of KPMG International.
KPMG International's member firms have nearly 100,000 professionals, including 6,600 partners, in 150 countries.

KPMG's highly skilled Information Risk Management professionals have the knowledge and experience to help
clients manage business information and technology risk and provide them with the information they need to meet
their strategic and financial goals. Our services are delivered to enterprise business technology stakeholders,
including executive, operational, and technology management leadership. For more information, call
1.888.IRM.KPMG or visit us at www.us.kpmg.com.
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